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e Entwickelt im Hause IBM von Wietse
Venema (seit 1998)

Steht unter der IBM Public License, heisst
offiziell: IBM Secure Mailer / Postfix

e Modularer Aufbau

* Einfache, Ubersichtliche Konfiguration
Gute Dokumentation

 Regelmalidige Updates (vgl. Qmail)

e Vielfalt an Features
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 Werden verwendet flr Lookups aller Art
(z.B. Usertabellen, ACL, Blocks,

5,  lransports)

S« Simple Key ®Value Verzeichnisse

f:» e Typen

LE — btree, hash, cdb

c — |[dap,unix,nis

< — Mysal,pgsal

£ * Zusatzlich: Regular Expression Maps




* Lokaler User: Hauptdomain des Servers
wird auf Benutzer (uid) mapped

[etc/aliases, (unix|nis):passwd.byname,
* Virtuelle Nutzer: Uber eine Datenbank

werden user@host auf ein lokales
Verzeichnis Ubertragen.

Datenbank, virtual-map, LDAP, ...

« Weitergehendes Rewriting fur alle Falle:
http://www.postfix.org/ADDRESS REWRITING _README.html
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* Legen fest, welchen Weg eine bestimmte
Mail nimmt

* MOglichkelt, externe Programme
einzubinden
— Mailman
— Spamd
— Amavis
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o Speziell bel smtpd kann pro ,Status” der
Session gefiltert werden

smtpd STATUS_restrictions

o Konkret:
— client: Zu Beginn einer SMTP Session
— helo: HELO command
— sender:MAIL FROM: (Envelope)
—recipient: Zu RCPT TO: (Envelope=
— data: Die eigentliche Mall.

* Praktisch: Alle ACL In einer: recipient!
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 Virtuelles Domainhosting

« Mallinglisten

* Relay-Service flr Nutzer

e Spam-Minimierung

o Serverseltiges Filtern/Sortieren von Malils
o Zugriff via IMAP oder lokal




« Mallinglisten via Mailman

 Relay: TLS, smtp-auth mit SASL

o Anti-Spam: Policyd-weight, Postgrey &
spamd

e Serverseitiges sortieren: procmail oder
sieving
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nyorigin = /etc/ mail nane
nyhost nane er| angen. ccc. de
nydomai nnane = erl angen. ccc. de
# | ocal destinations

nydestination = erl angen. ccc. de,
| ocal host . net, | ocal host

# trusted networks

nmynetworks = 127.0.0.0/8

# gateway fiar mail man

relay _domains = lists. erlangen. ccc. de
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snt pd use tls=yes
smpd tls cert file=/etc/ssl/certs/x.crt
smpd tls key file=/etc/ssl/privatel/x. key

snmpd tls session _cache dat abase =
bt ree: ${queue _directory}/snt pd scache

snmpd tls received header = yes

smpd tls session _cache tinmeout = 24h

snt pd_banner = $nyhost nane ESMIP $mai | _nane
snmpd recipient |imt = 50

snpd soft _error |limt = 3

smpd hard error |imt = 12
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snt pd _sasl _auth _enable = yes
smpd tls auth only = yes

snt pd _sasl _type = dovecot

smt pd sasl _path = private/auth

snt pd _sasl _application_name = sntpd

snt pd _sasl _security options = noanonynous
snt pd _sasl | ocal _domain =

broken _sasl auth clients = yes

snt pd_sasl authenti cated header = yes
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snmp tls security |evel = may

snmp tls session _cache_dat abase =
bt ree: ${queue _directory}/snt p _scache

smp tls session _cache tineout = 24h
snp helo tineout = 300s
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snmpd restriction_classes = greylisting

greylisting = check _policy service
Il net:127.0.0. 1: 60000

sntpd helo required = yes
snpd data restrictions =

reject _nmulti _recipient _bounce,
rej ect _unaut h_pi pelining

snmpd recipient _restrictions = <next slide>
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sntpd recipient _restrictions=

permt _nynetworKks

permt_sasl authenticated

reject _invalid hel o hostnane

rej ect _non_fqgdn_sender

rej ect_non_fqdn_recipient

rej ect _unknown _recipient _donain

reject _unlisted recipient

rej ect _unauth_destination

check client _access pcre:/etc/postfix/postgrey. nap,
rej ect _unknown_sender _domai n,

check policy service inet:127.0.0.1: 12525,
permt_auth _destination,reject

(ouunp :JneJaq) 1Wwwoysnhel 1dadoe
13po 103la1 sig Bunyiagureqy aJeaul
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alias_maps = hash:/etc/aliases
al i as_dat abase = hash:/etc/aliases

| ocal recipient _maps = $alias_naps
uni x: passwd. bynane

honme mail box = .maildir/
mai | box _command = /usr/bin/procmail -a
" SEXTENSI ON,

virtual alias _domai ns = bitsnbugs. de

virtual alias _maps =
hash:/etc/postfix/virtual
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transport _maps = hash:/etc/ postfix/transport
dort:

er| angen. ccc. de

| 1 sts. erlangen. ccc. de mai | nan:

mai | man_destination recipient |imt =1
owner request _special = no
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biff = no

append_dot nydonmain = no

mai | box _size limt =0
recipient delimter = +

l net _interfaces = all

maxi mal _queue lifetine = 7d
m ni mal _backoff time = 1000s
maxi mal backoff tinme = 8000s
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 Mailman als Listen-Manager
 Dovecot als Full-Featured IMAPd

 Dovecot-SASL als Authenfizierungs-
Backend

* Policyd-weight zum Blocken von Spam-

HOSLtS (Punktevergabe fiir Protokollverletzungen,
Auftauchen in RBLs, Hammering, ...)

* Postgrey fur Dial-Up Hosts
« Spamd zum Taggen von Spam
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 http://www.postfix.org
 http://postfix.wiki.xs4all.nl

e Www.gnu.org/software/mailman/
 http://www.policyd-weight.org
 http://www.dovecot.org
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Thanks for your attention!

Questions or Suggestions?!
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